Research Report:
Application of IBM Anonymous
Resolution to the Health Care Sector

February, 2006

Peter P. Swire
C. William O’Neill Professor of Law

The Ohio State University

| DEMAND BUSINESS'




Application of IBM Anonymous Resolution
to the Health Care Sector
2

Contents

2  Executive Summary

5  Origin of the Research Project

7  Understanding Entity Resolution
and Anonymous Resolution

13 Positive Attributes of Anonymous
Resolution to Health Care

13 Thelmportance of Anonymous
Resolution for National Security
Sharing

15 Thelmportance of Privacy and
Security to the National Health
Information Network

16 Categories of Benefits of
Anonymous Resolution

19 Scenarios for Using Anonymous
Resolution in Health Care

19 Anonymous Resolution and
Linking

22 Anonymous Resolution and
Payers

25 Anonymous Resolution and Medical
Research

26 Anonymous Resolution and Public
Health

28 Conclusion

29 Contacts

30 Appendix: Interviews for this

Research Report

| DEMAND BUSINESS'

Executive Summary

This Research Report examines uses of anonymizing technology

for the health care sector. Building on interviews conducted for this
paper and the author’s experience in privacy, security, and health care,
the Report shows how the new technology of Anonymous Resolution
(AR, or Anonymous Resolution) shows great promise for solving many

pressing health care problems.

The paper first explains the importance in health care of entity
resolution, or the problem of accurately identifying patients in a
world of legacy systems and dirty data. Effective entity resolution will
help improve the quality of care, reduce duplicative tests and other
unneeded medical procedures, and substantially reduce fraud and

other unauthorized payments.

Going beyond traditional entity resolution, IBM Anonymous
Resolution is arevolutionary technology that enables the transfer of
health records or other data (1) across a boundary, such as between
two health providers; (2) without the transfer of the name or other
personally identifiable information of the individual; and (3) in a
mathematical form that permits records of the same individual to be
linked together. This paper offers a high-level explanation of how the

technology works.

The importance of anonymous resolution has already been accepted
for national security applications. It hasthus far been less well
understood in the health care sector, where the need to share data
while protecting privacy is similarly very important. The paper
explains the general conditions for where anonymous resolution is

likely to help:
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1. Sharing of health care fields across a boundary (such as
between two or more Organizations);

2. Where accurate counting or accurate linking of individual
records is useful or where it is useful to be able to re-identify a

record after the fact;

3. Where there are legal, business, or other disadvantages to

sharing the information in identified form.

Anonymous resolution is the only approach that can do accurate
counting and linking without sharing the names and related identifiers
of patients. It will prove usefulin overcoming many hurdles that might
otherwise prevent beneficial information sharing. These hurdles may
include: legal barriers to sharing; business reasons why organizations
would prefer not to share personally identifiable information (“P117),
such as to protect customer lists; and reducing the burden of computer

security and breach notification statutes in systems that hold PII data.

The paper then shows how anonymous resolution can solve key
problems in the health care system, in the United States and globally.

For example:

+ Aselectronic clinical records are shared at the regional and
national level, anonymous resolution is perfectly suited for

linking patient records held at multiple locations, such as

through a Master Patient Index (“MPI”).

] DEMAND BUSINESS™
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* Anonymous resolution has numerous advantages for payers
in the shift to electronic clinical records. It would improve
the quality of care, allow sharing among potential or actual
competitors, and facilitate better shopping for health care
by employers and plans. It would be especially effective for
deterring, detecting, and proving fraud and other unjustified
payments. It may also help in the growing move toward “pay for

performance.”

+  Medical research would benefit from anonymous resolution.
It would allow researchers to identify records held across
organizational boundaries, without identification but with the
ability to accurately associate and count the records despite the

disparate information silos.

* Anonymous resolution would also be useful for public health
systems, which can do many of their functions with de-
identified data but which in some instances need the ability to
associate, count and re-identify data where urgent need exists,

such as to track epidemics.

| DEMAND BUSINESS'
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Origin of the Research Project

This Research Report seeks to fill a gap in the current literature.
Technologists and policy experts in non-health fields have increasingly
understood the importance of anonymous resolution techniques for
many kinds of information sharing. In the health care field, however,
understanding of and use of anonymous resolution techniques has

heen relatively limited.

The importance of information sharing technology is especially great
in health care at this time. The HIPAA transaction rule pushed the
health system in the United States to move payment and other trans-
action records from paper to electronic form. Only now, however, are
we seeing a significant shift of clinical records from paper to elec-
tronic form. There are numerous technical, business, and legal chal-
lenges as this transition occurs. For the transition to occur smoothly,
with public support, it is essential to include effective security and
privacy safeguards. Anonymization techniques in many settings
appear to be the most cost-effective and privacy-protective ways to
facilitate information sharing. Although the emphasis in this paper
is often on developments in the United States, the analysis applies
similarly to other countries as they expand their use of electronic
health records.

The research for this project included detailed interviews with a wide
range of health care experts. A list of formal interviews is contained
in an appendix. In addition, the author spoke informally to a large
number of people on the topic. The people interviewed should not
be understood in any way as endorsing this Research Report or any
product. Instead, the list is provided to suggest the range of perspec-

tives solicited in the course of the research.

(i[T] DEMAND BUSINESS’
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As the author, I agreed to do this project on hehalf of IBM Entity
Analytic Solutions (EAS) based on belief in the importance of the
topic and because 1 have come to believe that IBM’s Anonymous
Resolution product is a current example of effective anonymizing
technology. Implementation of this product (or other anonymizing
technologies if and as they appear) will improve health care while
protecting security and privacy. If opportunities are missed to
implement anonymizing technologies during the shift to electronic
clinical records, then there will likely be weaker security and privacy

in the eventual national health information network.

The work for this research project builds on my experience in
privacy, security, and health care, both as an academic and govern-
ment official. In my role as Chief Counselor for Privacy, in the U.S.
Office of Management and Budget, I was the White House coordi-
nator for the HIPAA medical privacy rule as proposed in 1999 and
issued in 2000. I then returned to law teaching, and am now the C.
William O’Neill Professor at the Moritz College of Law of the Ohio
State University. I have assisted clients in compliance with HIPAA
privacy and security requirements and received grants from the
Markle Foundation in connection with three working groups of the
Connecting for Health Project. I consulted with Systems Research &
Development (SRD) (the original creator of technologies discussed in
this paper) on privacy and anonymization before that company was
acquired by IBM in 2005 and reconstituted as EAS. My writings and

other information are available at www.peterswire.net.

DEMAND BUSINESS
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Understanding Entity Resolution and Anonymous Resolution
This section of the Research Report discusses entity resolution hefore

explaining how anonymous resolution works.

Entity Resolution

The problem. A major challenge for the health care system is to
identify patients accurately. Accurate “entity resolution” — matching
an individual to his or her records - is vital to providing health care
and for billing and other purposes. Yet entity resolution is very
difficult today, especially when linking the records held by multiple

providers, payers, or other organizations.

One source of problems comes in the naming of the individual. There
are many “Robert Smiths” in a population. Worse, a particular
person might be “Robert,” “Bob,” “Bobby,” and “Robert B.” Smith on

different visits or in the records of different providers.

A second source of problems is “dirty” data. Error rates for Social
Security numbers apparently often exceed five percent. Addresses and
phone numbers often have transposed or otherwise mis-entered data.
The numerous paper forms that patients fill out may be illegible or

otherwise lead to inaccurate data.

EASresponse to the problem. System administrators use many
different tools for entity resolution. IBM explains advantages of its

entity resolution product compared with other approaches:
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“IBM’s DB2 Entity Analytics technology is the industry’s

only middleware technology designed to resolve, recognize,
disambiguate, and link identities related to a company or
organization. Traditional data quality/integration technologies
are stove-piped by their inability to integrate information
beyond the ‘customer identity. They utilize name and address
matching, merge/purge, batch processing, and in some cases
aggregated master data files to establish identity. Accuracy is
impacted by ‘data-drift’ hetween batch windows, loss of fidelity
due to purged attribute data, reduced accuracy resulting from
the inability to match on anything beyond two identifiers, and
increased privacy concerns due to a reliance on aggregated
demographic data sets to establish identity.”

“EAS technology utilizes proprietary resolution process that
utilize ‘every’ unique (e.g., SSN) and non-unique (e.g., date
of birth or gender) attribute of an individual. The system is
refreshed in real time with each new identity element that
enters the system eliminating data drift from extended batch
windows. EAS maintains the full attribution of the data without
ever purging identity attributes so if you have a resolved
identity with the same name and address that is really two
people, i.e. ‘junior’ and ‘senior’ the system can deconstruct a
conjoined identity creating unique identities to correspond to
such a revelation with no impact on the depth of originating

information because it has always been maintained.” !

Advantages of effective entity resolution. Health systems, in the
United States and globally, are in the midst of an historic shift from
paper-based to electronic health records (EHRs). The shift to EHRs
means that accurate entity resolution is far more important than ever
before. The chief potential benefits of EHRs, notably the improved
quality of care, will be eroded or eliminated unless there is accu-

rate linking of records to patients.

' The quotation comes from an internal IBM set of FAQs about entity resolution that were

DEMAND BUSINESSW provided to the author during the research.
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In addition to these patient care and system-wide henefits, effec-

tive entity resolution also provides concrete economic benefits to
health care providers and payers. Good entity resolution reduces
the number of duplicative tests, which now are ordered hecause
providers lack the ability to discover existing medical records or lack
confidence in whether those tests reflect the true condition of the
particular patient. Effective entity resolution will reduce the inci-
dence and cost of unneeded medical procedures. In addition, it
will directly reduce fraud, such as where patients get prescriptions

or other medical care beyond the indicated amount or type.

Anonymous Resolution (AR)

Entity resolution is traditionally done in an identified way. That

is, the various organizations who have or share records all know
the name of the patient. The focus of this research paper, however,
is to understand the potential for “anonymous resolution” (AR) to

improve the health care system.

By “anonymous resolution,” the key characteristics are that health
records or other data are transferred: (1) across a boundary, such as
between two health care providers; (2) without the human readable
transfer of the name or other personally identifiable information

of the individual; and (3) an irreversible mathematical form that
continues to permit records of the same individual to be linked

together.

The third characteristic - anonymized linking of individual patient
records - is the key innovation of IBM Anonymous Resolution. This
paper will next explain technical aspects of how AR works, and then

explore applications of AR for the health care sector.

DEMAND BUSINESS
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How Anonymous Resolution Works

A more detailed explanation of Anonymous Resolution is contained
in the “Inner Workings” section of the May, 2005 whitepaper
entitled “IBM DB2 Anonymous Resolution: Knowledge discovery
without knowledge disclosure.” This material is available at ftp://

ftp.software.ibm.com/software/data/pubs/papers/dbZanonymousres.

pdf.

The key steps in the process are: pre-processing; anonymization
through use of one-way hashes; and knowledge discovery through

use of the “resolver.”

Pre-processing: Electronic health records or other records are
first subjected to pre-processing. Proprietary algorithms prepare
the data for anonymization. Notably, name standardization
determines and applies root names (e.g., Rob, Bob, and Bobby
equate to Robert). Address verification and correction compares,
verifies, and corrects addresses with U.S. and international address
databases. Normalization applies data-driven rules to addresses,
phone numbers, dates of birth, social security numbers, and other

significant attributes in preparation for hashing.

Anonymization through one-way hashing. Cryptologists have
long used one-way hash techniques to accomplish various secu-

rity functions, such as the digital signatures used to ensure that a
document has not been modified. A one-way hash is basically an
algorithm that converts input data into fixed strings of alphanumeric

characters. For instance:

Input text Hashed Value
Dave Travers h8793c7olgwl LAAY2uM38

1DEMAND BUSINESS
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The hash is a “one-way” function hecause it is mathematically dif-
ficult or impossible to figure out the original input (“Dave Travers”)

when you know only the hashed value.

At a conceptual level, a one-way hash offers advantages for two
organizations that wish to create a more secure environment for data
sharing. Organizations A and B can simply one-way hash their data,
share the data, and then search for common strings of alphanumeric
characters. If the same hash algorithm is used at both sites and the
same original text is entered, then this approach would work. In this
way, for instance, the two organizations could determine that they

shared a particular patient.

In practice, however, this simple approach would rarely succeed. If
the original data varies by even one letter, then the hashes become
entirely different. Consider the example of three records contain-
ing variations, such as Dave Travers, David P. Traverse, and Dave P.
Traver:

Input Text Hashed Value

Record 1

Dave Travers h87293c7olgwiHCDP2uM8
PPN# 786786543 nZsLGNd3HdsQRpnLONc4
SSN# 027869675 tK8u891Gh06/3D]1huf6
Record 2

David P. Traverse ugis8PSaQkHhCk09IxrU
1 Bourne St sZw37siaeb()3/jSPXaos
Clinton MA, 01510 h1n801Gb06/3D76QbFTI
Record 3

Dave P. Traver cxke9JSfLoPeRuW4BcmZ
TEL# 5014274475 cdi5Rrl1EIDE187KLueVDz
EIN# 896756453 UI7/sdLE87/sSFE4G97P

Y] DEMAND BUSINESS
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As these examples show, even small variations in first and last name
lead to entirely different hashed values. The records would thus
appear as three distinct identities. If the objective of sharing the
records was to recognize duplicate patients, then matching would not

occur and the counting of patients would be inaccurate.

The thus-far unique capability of Anonymous Resolution is its ability
to correlate identity data within a hashed data set, despite poor data
quality and inconsistencies in how identities are expressed. Work-
ing together with the patent-pending pre-processing techniques,
described ahove, the Anonymous Resolution software can recognize
ambiguities, misspellings, or partial records within a data set and
resolve identities across all attributes. In addition, AR can detect
non-obvious relationships between individuals inside of the same

anonymized data space.

Knowledge discovery through use of the “Resolver.” Actual
matches and other results are produced by the “Resolver,” which can
be configured in various ways. The central idea is that the Resolver
— the place where matches occur - can receive data from a large
number of sources that supply hashed data. The Resolver deter-
mines when identities are the same or related and generates mes-
sages (e.g., alerts) when necessary, which are passed along to data

owners or others who are entitled to receive the results.

The technology is flexible enough to permit differing information
sharing models depending on the wishes of participating institu-
tions. For instance, a single organization might use anonymization
to facilitate sharing across departments and individuals with differ-
ent levels of access to sensitive data. Next, in the example above of
Organizations A and B, each organization might use the anonymiz-
ing technology and have the ability to resolve the common list of
patients. Alternatively, a trusted third party might receive the data

and operate a Resolver; Organizations A and B would only receive

[iT7] DEMAND BUSINESS
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agreed-upon reports, such as the list of common patients. In this last
scenario, Organizations A and B might not receive the anonymized

patient records, until and unless there was a match.

Positive Attributes of Anonymous Resolution to Health Care
This section of the Research Report briefly shows how the impor-
tance of anonymous resolution has already been recognized in the
national and homeland security sectors, providing an important
precedent for use in the health care system. It then examines the

variety of advantages that anonymous resolution offers.

The Importance of Anonymous Resolution for
National Security Sharing

Information sharing in the health care sector can benefit from the
experience of information sharing efforts to protect national security
in the wake of the attacks of September 11, 2001. There has been
widespread and authoritative support for use of anonymizing tech-
nologies, such as Anonymized Resolution, in the national security
arena. The experience in the national security realm holds impor-
tant lessons for health care — in both areas, there are compelling
henefits from sharing data, but severe privacy and security concerns

if the sharing is done in an improper way.

One study on “Anonymization, Data-Matching, and Privacy” was led
by Stewart Baker, now Under Secretary for Policy of the U.S. Depart-

ment of Homeland Security. It stated:

“The thesis of this paper is that cryptography and related
technologies will allow democratic nations to make effective
use of data-processing capabilities while dramatically reduc-
ing the risk of misuse. In particular, advanced techniques for
“anonymizing” personal data will help to preserve privacy

while obtaining the many benefits of data processing technol-

ogy””

> Stewart Baker et al., “Anonymization, Data-Matching and Privacy: A Case Study,” Dec. 2003
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For the U.S. Department of Defense, in the Report of the Technology
and Privacy Advisory Committee, a specific recommendation called

for a presumption of anonymizing technology:

“Data anonymization—whenever practicable data mining
should be performed on databases from which information by
which specific individuals can be commonly identified (e.g.,
name, address, telephone number, SSN, unique title, etc.) has

been removed, encrypted, or otherwise obscured.” 3

A leader in the debates about information sharing has been the
Markle Foundation Task Force on National Security in the Informa-
tion Age. Its 2003 report highlighted the usefulness of anonymizing

techniques for allowing sharing while maintaining privacy:

“[A]nonymizing technologies could be employed to allow
analysts to perform link analysis among data sets without
disclosing personally identifiable information. By employ-
ing techniques such as one-way hashing, masking, and blind
matching, analysts can perform their jobs and search for sus-
picious patterns without the need to gain access to personal

data until they make the requisite showing for disclosure.” *

Similarly, the promise of anonymous resolution technologies - to
facilitate both information sharing and privacy to promote national
security — has been emphasized by leading think tanks® and privacy

groups.®

3 U.S. Department of Defense, The Report of the Technology and Privacy Advisory

Committee, “Safeguarding Privacy in the Fight Against Terrorism,” Mar., 2004.

Markle Foundation Task Force on National Security in the Information Age, “Creating a

Trusted Information Network for Homeland Security,” Dec., 2003.

Sce Mary DeRosa, “Data Mining and Data Analysis for Counter-Terrorism,” Center for

Strategic and International Studies, 2004.

See James X. Dempsey, Center for Democracy and Technology, Testimony before the House
Committee on Government Reform, “Moving from ‘Need to Know’ to ‘Need to Share:” A

Review of the 9-11 Commission’s Recommendations,” Aug. 3, 2004.

DEMAND BUSINESS
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The Importance of Privacy and Security to the
National Health Information Network

In the health care sector, there has been widespread understanding
of the importance of privacy and security protections, especially with
the shift to electronic records. To date there has not been, however,
the same recognition of the importance of anonymous resolution that

we have seen in the national security debates.

In HIPAA, Congress in 1996 recognized that the shift to electronic
records for health payments must be accompanied by correspond-
ing privacy and security safeguards. Otherwise, detailed electronic
health records would have circulated among providers and health
plans without national standards for protecting the data. The
HIPAA transaction and code set rule, setting standards for payments
and related topics, thus went into effect under the same statutory

mandate as the HIPAA privacy and security rules.

The health care sector is now beginning the second major shift

to electronic records, this time for clinical records. Privacy and
security will once again be important issues. President Bush, in
announcing the appointment of David Brailer as National Coordina-
tor for Health Information Technology, said: “This is important for
people to understand, that those of us in government who talk about
spreading information also, first and foremost, keep your privacy in
mind.” 7 The importance of privacy is underscored by opinion polls
showing privacy and security as key possible barriers to adoption of a

national health information network.?

“President Outlines Health Care Technology Plan for Greater Accessibility,” May 27, 2004.

For instance, the Markle Foundation released a research summary in October, 2005 on
“Attitudes of Americans Regarding Personal llealth Records and Nationwide Electronic
Health Tnformation Exchange.” Among the findings was that 91 percent considered the
following an absolute or high priority: “The identity of anyone using the systemr would be
carefully confirmed to prevent any unauthorized access or any cases of mistaken identity.”
See also Alan F. Westin, “How the Public Views Health Privacy: Survey Findings from
1978 to 2005, Feb. 2005.

I DEMAND BUSINESS
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President Bush has made electronic health records a significant
priority. In his State of the Union address in 2006, President Bush
said: “We will make wider use of electronic records and other health
information technology, to help control costs and reduce dangerous
medical errors.” It is thus vital to find effective ways to implement
this national priority, including by the use wherever possible of tech-

nologies that protect privacy and security.

Categories of Benefits of Anonymous Resolution

The importance of privacy and security to sharing of electronic
health records provides the context for how anonymous resolution
may solve problems in the health care system. The interviews for
this research project underscored the general conditions for where

anonymous resolution is likely to help:

1. Sharing of health records across a boundary (such as between

two or more organizations);

2. Where accurate counting or accurate linking of individual
records is useful, or where it is useful to be able to re-identify

a record after the fact;

3. Where there are legal, business, or other disadvantages to

sharing the information in identified form.

We will briefly examine each of these three conditions, before
turning in the next section to specific promising applications in the

health care sector.
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Sharing records across a boundary. Tor sensitive data, such as
health records, there are numerous legal and other reasons that
organizations may be unable or be reluctant to share identified
information with other organizations. For instance, under HIPAA
and other medical privacy laws, disclosures to third parties are
limited without patient authorization. Even in the absence of legal
restrictions, organizations may not wish to share identified data for
many reasons, including reluctance to share customer lists or the
consequences to one’s brand equity should there be a large scale

unintended disclosure of personally identifiable data.

Accurate counting and linking, or re-identification. There are
many times in the health care system that it is important to count
patients accurately, such as for outcomes research or epidemiology,
to name only two examples. Similarly, there are many times where
it is important to link the records of a single patient from multiple
sources. Such linking becomes enormously more common with the

development of the National Health Information Network.

IBM’s Anonymous Resolution is the only commercially avail-
able approach that can do accurate counting and linking
without sharing the names and identifiers of patients. Other
types of de-identification are similar to AR because they strip out the
patient identifiers. However, they are less useful than AR because
records of the same patient cannot be linked and each additional
record of that single patient appears to be another instance of the
disease or other condition. Similarly, such approaches do not make
it possible to associate de-identified patient with their prescription or

other medical records in outside databases. *

Although the topic is ontside of the scope of this paper, my view is that the one-way
hashing used in DB2 Anonymous Resolution qualifies as “deidentilication” under Section
164.502 of the HIPAA medical privacy rule. Based on my extensive participation in the
drafting of that portion of the medical privacy rule, this view is consistent with hoth the

intent and the text of the deidentification provisions.
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A related advantage of anonymous resolution is that it permits a
patient record to be re-identified under tightly controlled conditions.
In situations where there is a showing of need to re-identify a patient
record, the organization that originally hashed the identifiers can

be asked to do the re-identification. That organization remains in

control of the re-identification of the patient.

Legal, business, or other disadvantages of sharing data in
identified form - the “pain points.” There are numerous rea-
sons why it may be illegal or unwise to share data in identified form.
Legal barriers to sharing are an obvious first example. HIPAA
sets limits on sharing protected health information with other
parties. The European Union Data Protection Directive requires
member states to comply with comprehensive strict privacy laws,
with health records being considered as “sensitive” data subject to
stricter standards. Public health agencies and other organizations

are often subject to specific confidentiality requirements.

There are many business reasons why organizations would prefer
not to share identified customer data. Even when there are no legal
barriers to sharing, businesses may keep records confidential, such
as to improve their reputation for trustworthiness or hecause they
think such practices are appropriate. In many settings, businesses
may wish to share data for some purposes but do not want to risk

their customer lists or other trade secrets.

Increasingly, it is becoming clear that there are advantages to
holding and transferring records in anonymized ways. As
health records are put into electronic form and placed onto networks,

the burden of computer security grows. New security breach statutes

| DEMAND BUSINESS
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require costly notices to customers when there has been a security
breach related to their data. In the face of the growing hurdens of
holding records in identified form, there are new economic incen-

tives to hold or transfer data in anonymized form where possible.

Put another way, sharing will often only occur if done in
anonymized form. Much larger and more useful flows of data will
often be available if there are assurances that patient identity will
not be compromised. The ability to anonymously share clinical data,
while maintaining the ability to accurately associate and count, will
be a strategic advantage to a growing number of organizations in the

increasingly networked health care environment.

Scenarios for Using Anonymous Resolution in Health Care
There are many possible uses of anonymous resolution in health
care. Based on the interviews for this project, prominent uses
include: for linking health records, such as in a Master Patient Index;
as an advantage to payers; for medical research; and for public
health. For each category, there is a statement of the problem fol-
lowed by an explanation of how anonymous resolution can solve that

problem.

Anonymous Resolution and Linking

Statement of the problem. In the United States, electronic health
records are increasingly being linked at the regional level, often
through Regional Health Information Organizations (RHIOs). The
next stage will be to link patient records at the national level. In
considering the architecture for inter-RHIO linking, there has been
longstanding opposition to having a unique health identifier for each
American. There is thus enormous pressure to develop alternative
architectures that allow linking of patient records held by multiple

providers, but without use of a unique identifier. One major pro-

1 DEMAND BUSINESS
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posal is that a Record Locator Service (RLS) should be created with
the task of allowing a provider to locate what other providers have
records of a specific patient.!” This RLS would be a form of Master
Patient Index (“MPI”), where the records of each patient could be

located from multiple sources.

Similar linking challenges exist in other settings. For instance,
national health systems in European countries have thus far not
typically shared patient records with systems in other countries. As
another example, an individual RHIO may decide to use a “feder-
ated” model, in which only limited information is held at the center
of the RHIO. There may be other settings where two or more organi-
zations wish to link patient records for treatment. For these and
other situations, the challenge exists of how to get entity resolution
(accurate linking) while preserving privacy and placing limits on the

sharing of identified records.

Anonymous identity resolution as a solution. Anonymous iden-
tity resolution is perfectly suited for solving these problems. Where
records are held by multiple providers, the initial step of entity
resolution is very difficult. There are multiple persons with the same
name, such as “Robert Smith.” The data is very dirty, with numer-
ous transpositions and other errors, and with widely varying data
formats and content. Effective entity resolution, such as that offered
by the Entity Analytic Solutions products, is thus a required element

of these linking projects.

There are also major advantages to having the entity resolution
occur against anonymized data. Having patient identities hashed in
the RLS would be a great help in addressing public concerns about

the security and privacy of the new record-sharing system. Public

W The challenges of linking within the RLS are explored in depth by the Connecting

for Health/Markle Foundation report “Linking Health Care Information: Proposed
Methods for Improving Care and Protecting Privacy,” (2005), available at hup://www.
connectinglorhealth.org/assets/reports/linking_report_2_2005.pd{. The Anonymous
Resolution solution proposed here is consistent with the recommendations of that Markle

report.
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concerns about a unique health identifier for each American actually
led to cancellation of such identifiers in the late 1990’s after they had
heen mandated by HIPAA. To avoid this sort of public backlash in
creation of the RLS, it would be simple and effective to state truth-
fully that the RLS did not even have patient names in its database.
Through use of Anonymous Resolution, we could see the creation of

the first Anonymous Master Patient Index, or “aMPL”

Holding patient records in the RLS in hashed form would have
important computer security advantages. The RLS would then be
less of a “honeypot” — an obvious target for computer hackers and
identity thieves. If the RLS holds fully identified information, by
contrast, then it could become a national registry for American
patients, and thus a high-priority target for those wishing to steal
detailed personal information. In addition, holding patient records
in hashed form would reduce or eliminate the need to send out secu-
rity breach notices in the event of such a breach - current statutes
do not require such notices where the identifying information is

encrypted or hashed.

Looked at another way, it is not clear that there are any significant
advantages for the RLS to hold the data in identified (unhashed)
form. It is not clear that there are any advantages in terms of actual
linking that come from the RLS storing the data in unhashed

form. In interviews, some persons asked whether the computational
expense of hashing and resolving the records would be substan-
tial, slowing system response. Additional interviews with technical
experts, however, showed that anonymous resolution is well suited to
handle very large record sets. It thus appears that use of anonymous
resolution would not noticeably affect the response of the system

compared with a non-hashed approach. a

1 Further benchmark testing may be appropriate under realistic conditions in order to verify
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Anonymous Resolution and Payers

Statement of the problem. Payers in the health care system would
benefit in numerous ways from greater access to clinical records. As
more clinical records shift to electronic form, there is an historic
opportunity to make this data available to payers, allowing more reli-
able analysis and greater accountability. Sharing information among
payers, however, is legally often difficult or impossible in identified
form. Improvements in data quality and quantity, therefore, will be
limited unless there are means to share data in anonymized form

that permit accurate association and counting.

A related, and serious, concern is fraud or other unjustified payments
in the health care system. Accurate entity resolution is essential to
detecting, deterring, and proving fraud. Anonymous resolution is

an essential component of fraud reduction in situations where data

cannot be shared in identified form.

Anonymous resolution as a solution.

Quality of care and outcomes research. With more data comes
more reliable analysis. For the health system as a whole, more data
would increase the quality of care, with patients more likely to get
the right tests and treatment. One strategy for improving quality of
care is outcomes research — better measurement of the relation-

ships between types of care and outcomes achieved.

The current ability to achieve outcomes research is often limited

by the pool of patient records accessible to an individual payer. For
instance, a regional HMO might have a million patients enrolled. On
such a scale, many potentially important relationships between care
and outcome may not be revealed in the absence of larger statisti-

cal samples. By contrast, the ahility to increase the pool of patient
records to ten million or one hundred million persons would allow

myriad new non-obvious relationships to be discovered. These rela-
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tionships, in turn, feed back into new standards of care, improving

quality.

In the absence of anonymous resolution, payers can attempt to do
outcomes research with data that is de-identified but lacks the one-
way hash. The difficulty with this approach is that there is likely to
he a great deal of over-counting. Over-counting occurs, for instance,
where a patient with a disease is listed at a home address, with a
local provider, and at a tertiary care center. Where this sort of inap-
propriate counting occurs, the reliability of outcomes research is
degraded. Anonymous resolution, with its feature of accurate count-

ing, thus greatly improves outcomes research.

Sharing among potential or actual competitors. HIPAA or
other laws place limits on sharing among competitors, unless

the sharing is for permitted purposes such as treatment, payment

or health care operations. Even where sharing is legally permitted,
there may be important business reasons why competitors do not
wish to share the names of their customers. In such settings, anony-
mous resolution may enable worthwhile sharing of medical records

while addressing those business concerns.

For example, suppose that two large health plans wished to pool
their records in order to do outcomes research or for other data anal-
ysis reasons. Business managers at the plans might be reluctant to
expose their customer lists to the competitor, for fear that their best
customers would be targeted by the competitor. With anonymous
resolution, however, the health plans might choose to have a trusted
third party merge the records. The records would be transferred to
a neutral third party in an anonymized form. This approach would
allow accurate entity resolution and then permit data analysis to

proceed.
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Better shopping by employers, plans, and other payers. Large
employers, with their self-insured plans, might use an approach
similar to the two health plans just mentioned. Multiple employ-

ers in a region, for instance, might pool their data using anonymous
resolution. The pooled data could then be used for analysis that
would allow the payers to shop more efficiently for health care. By
drawing on a larger pool of data, for instance, the payers may learn
that some providers cost more per patient than other providers. This
data could form the basis for revised negotiations on the price of

health care, potentially with significant savings.

Other health plans, which are not employers, could employ similar
strategies. These cost savings depend on the ability to pool data that
otherwise would not have been pooled, and to get accurate count-
ing even for patients whose care is paid for by more than one payer.
In other words, these cost savings precisely match the criteria for

anonymized resolution described above.

Reduce fraud and other unjustified payments. A vital cost
saving may come from the reduction of fraud and other unjustified
payments. (“Fraud” generally involves a knowing or reckless hreach
of the rules, whereas other health care services may be improperly

charged to a payer without that level of knowledge by the patient.)

Anonymous resolution permits detection of unjustified payments
across a wider universe of activity. Where data is pooled together
through use of AR, accurate associations and counting make it pos-
sible for a payer to detect unauthorized activity that otherwise would
not have been visible to the payer. Greater detection and ability to

rove fraud, in turn, will deter fraud going forward.
P gong
Pay for performance. There is increasing interest in so-

called “pay for performance” in health care. The idea, supported

by many payers, is to shift the focus onto “performance” (health
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outcomes) rather than to pay for each procedure done by a provider.
For instance, a payer might pay 10% more during a year to a provider
who overall performed well compared to less highly-ranked provid-

ers.

Accurate measurement of performance will depend on gathering far
more clinical data than has historically occurred. Gathering that
data in identified form poses large computer security challenges and
raises serious privacy concerns. Gathering that data using histori-
cal de-identification methods will lead to mis-counting. Anonymous
resolution thus offers a unique capability to create accurate pooled

data while greatly reducing security and privacy concerns.

Anonymous Resolution and Medical Research
Statement of the problem. HIPAA and other laws can pose a
challenge to other medical researchers who wish to review numer-
ous clinical records in the course of their research. Fully identified
sharing may require individual authorizations or other large obsta-
cles. Traditional de-identified sharing once again encounters the

mis-counting problem.

Anonymous Resolution as a solution.

Records research and clinical trial recruitment. Anonymous
Resolution directly responds to these obstacles to effective medical
research. In terms of the three criteria for when AR is most effec-
tive: (1) researchers need to have records from multiple organiza-
tions; (2) with accurate associations and counting; and (3) where
sharing in identified form is difficult or impossible. Universities and
other research hospitals would benefit greatly from this approach.
Epidemiologists and others who use clinical records would expand

the range of studies they can conduct. Clinical trials can do recruit-
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ment far more efficiently, hecause they can scan larger populations
for appropriate candidates. If and when payers adopt AR, as dis-
cussed above, then academic researchers would benefit greatly from

having access to the data, while enhancing privacy and security.

Federal statistical agencies, U.K. rules, and other legal bar-
riers to sharing. Interviews uncovered examples of specific legal
rules that prohibit some forms of identified sharing. Some U.S.
statistical agencies have specific statutes that prohibit such shar-
ing, such as when multiple agencies hold records that may be useful
to examine. In such instances, Anonymous Resolution may offer

a unique path for conducting research with accurate counting,
where counting is obviously of paramount importance for statistical
research. Similarly, interviews discovered that the United Kingdom
health system apparently has rules calling for de-identification for
many “secondary uses” of data, uses outside of the original purpose
for which the data were gathered.

These specific laws illustrate a broader point. For research and
other purposes, Anonymous Resolution in many settings will be the
first commercially viable solution that allows sharing with accurate

associations and counting, but without sharing of personally identifi-
able data.

Anonymous Resolution and Public Health

Statement of the problem. State and national public health sys-
tems have compelling reasons to receive various sorts of health data.
Health providers are required to report some kinds of incidents, such
as gunshot wounds. The increased interest in “hiosurveillance™ for

homeland security purposes has increased the attention given to
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innovative ways to offer syndromic surveillance and other report-

ing to public health agencies. Civil liberties and privacy advocates,
along with some providers, are often reluctant, however, to increase
greatly the flow of identified health records to such agencies. Benefi-

cial sharing may thus be slowed.

Anonymous Resolution as a solution. Privacy and security
concerns are greatest where large flows of PII data are made in
identified form. For the vast bulk of public health activities, includ-
ing syndromic surveillance, there is little or no need on a day-to-
day basis for the agencies to know the names of patients. Although
HIPAA’s Section 512(h) allows disclosure to public health agencies
without patient authorization, public health agencies face pressures
to preserve confidentiality and reduce the security costs that accom-
pany identified data. Anonymous resolution allows the public health
analysis to proceed, and avoids the aforementioned mis-counting

problems.

For public health, there are certain circumstances where it is
important to be able to re-identify a patient. For example, unusual
symptoms may turn out to be linked to a new disease outbreak or an
anthrax attack. In such circumstances, it is extremely useful to be
able to go back to the entity that originally created the anonymized
record to request a re-identification of the identity. Anonymous
resolution allows that sort of re-identification, if and only if the entity

that holds the original record agrees that re-identification is proper.
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Conclusion

As clinical records become available in electronic form, the health
care system will face innumerable questions about how to share
patients records consistent with security and privacy. In many set-
tings, there are compelling legal, cost, security, and privacy reasons
to share records in anonymized form. At the same time, traditional
de-identification leads to many errors - one incident of a disease will
be over-counted when the patient sees multiple providers, and the
ability to link relevant medical records is lost when those records are

in more than one database.

Anonymous Resolution is the only commercial product today that
can do accurate counting and linking without sharing the names
and identifiers of patients. AR thus offers a crucial solution to many
pressing problems in the health care system, from a Master Patient
Index, to cost control for payers, to improved medical research and
public health. All those participating in the next generation of
electronic health records should consider how anonymized sharing
of patient records can improve health care while preserving privacy

and security.
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