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Introduc)on	
–  A	hot	topic	–	role	of	ISPs	in	Internet,	including	what	privacy	rules	

should	apply		
–  This	research:	

•  Descrip)on	of	the	facts,	not	policy	recommenda)ons	
–  Accurate	descrip)on	is	key	to	good	policy	

•  Responds	to	ques)ons	raised	by	FCC	when	I	tes)fied	in	April	
hearing	on	broadband	privacy	

•  Detailed	report	expected	within	a	month,	with	my	colleagues	
Jus)n	Hemmings	&	Alana	Kirkland	

•  If	anyone	sees	mistakes	in	our	facts	(now	or	aMer	publica)on),	let	
us	know	and	we	will	correct	

•  I	disagree	with	two	factual	statements	in	privacy	groups’	lePer	last	
week.	I	did	not	see	the	lePer	un)l	aMer	it	was	published,	and	so	
could	not	comment	on	it	pre-publica)on.	

•  I	have	worked	closely	with	many	of	the	signatories	for	years.		I	
hope	and	expect	to	do	so	going	forward.	



Contras)ng	Views	

•  LePer	last	week:	
	
ISPs	have	
“comprehensive”	
visibility	into	user	
Internet	ac8vity	

•  Our	research:	
	
•  No	
•  SSL	encryp8on	blocks	
content	

•  SSL	encryp8on	blocks	
detailed	links	

•  Encryp8on	is	becoming	
predominant	



Contras)ng	Views	-	VPNs	

•  LePer	last	week:	
	
“Nor	is	there	any	way	for	
consumers	to	avoid	data	
collec)on	by	the	en))es	
that	provide	Internet	
access	service.”	
	

•  Our	research:	
	
•  VPNs	block	ISP	access	
to	content	and	detailed	
links.	

•  VPNs	also	block	top-
level	URL.	

•  Consumers	can	use	
VPNs,	and	many	do.	

		



The	1990s	and	ISPs	

1.  Desktop	at	home	
2.  Unencrypted	communica)ons	
3.  ISP	does	DNS	look-up	

All	of	that	has	changed,	a	lot:	
1.  Mul)ple	devices,	oMen	logged	in	at	Wifi	spots	
2.  Encryp)on	
3.  VPNs	and	other	proxy	services	



		
		

  



		
		

  



		
		



		
		

  



		
		

  



Conclusion	
•  These	important	policy	issues	should	be	founded	on	careful	and	accurate	

understanding	of	today’s	(and	tomorrow’s)	technology	and	markets	
•  Encryp)on	applies	broadly	today	to	key	Internet	ac)vi)es,	including:	

–  E-commerce	
–  Search	
–  Social	Networks	
–  Text	messaging	(over	the	top	=	Internet)	
–  Internet	video	(in	2016)	
–  Webmail	

•  VPNs	and	other	proxy	servers	are	also	large	and	growing	
•  Claims	that	ISP	have	“unique”	or	“comprehensive”	access	to	user	data	

must	be	tested	against	these	important	facts	
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